


WHO ARE WE

>John Jiang
> Researcher @ CyCarrier
>UCCU Hacker Co-Founder

>Focus on
> Windows Security
> Incident Response

> Speaker of
> Black Hat USA
> HITB

> Code Blue
> ...

>Boik Su

> Researcher @ CyCarrier
>CHROOT

>Focus on
> Windows Security
> Web Security

> Speaker of
> OWASP Global AppSec
> ROOTCON
> HITCON
> ...
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>AD 22 EM#EEE > BFELZERA—EHK
> PetitPotam (CVE-2021-36942)
> sAMAccountName Spoofing (CVE-2021-42278, CVE-2021-42287)
> Certifried (CVE-2022-26923)
> KrbRelayUp
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>HEZ T ZPPIVE TiRIEEZE Domain Admins

> TR EFAE YT P

> Account Operator (RZEN)

> As a best practice, leave the membership of this group empty, and do not
use it for any delegated administration

> Print Operators (GE{E1N)

> Because members of this group can load and unload device drivers on all
domain controllers in the domain, add users with caution

> REFDRIARBAFEZULER - —AKTEERAE
>EZRDE | ERDMR - AEBEMEERRDH
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>Pwd Mgmt BiE2REEIEZIEIVEFAR » Al P REEHER
GenericAll #PE

> PRV EF4AE X ¥F Users Container #%A GenericAll #E[E
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> BIEIRIDRYIE » IRA5E R Credential Dumping

> BFREBEER AD £& 8

>RTEREEAR AD EIEIRIEE A
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Cached Credentials

> Mimikatz (Ticket/Hash)
> Rubeus (Ticket)

> mscash

Relay Auth

> KrbRelay (Kerberos relay)
> RemotePotatoO (NTLM relay)
> Lsarelayx (NTLM relay + Downgrade)
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EREMPE - JumpBox

>ErZ B (R TE Server BSES T H 3 4
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>Hig R RN ZEZEERZE (W: Domain Users) FILL RDP [E—&
Fi%
>IERF I
> Cross-Session Attack SIEEHS - JumpBox
> Relay Auth EJ ADCS 14 —9
> Relay Auth f# Shadow Credential 3
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AD ZI BV R 1EEL E FH R

>Default Components:
> Group Policy - ZZ2ATERARI A& GPO
> SPN on Users — #iK fi# 2 B RV & bz
> Network Shares — #RBRGE A
> ...
>Auth Related:
>AD CS - #[R ~ S RETHR
> Azure AD Connect - ATEHARI A BRESIR EE iR
> 2FA Service (https://www.cisa.gov/uscert/ncas/alerts/aa22-074a)
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https://www.cisa.gov/uscert/ncas/alerts/aa22-074a

Compatibilty General Request Handling
Server Issuance Requirements
Security

Subject Name
Superseded Templates Extensions

EM%EZM R e

REFIDE | FFIBREE o —
A - SApE
‘ Properties of New Template X
| i Cryptography ~ Key Attestation

f 5:3\
> 32 Eﬁ%ﬁ ﬁ ﬁ1§ﬁﬁ % * BE ' “I:l %ﬂ&E&* BE L8 ;irn::.if ftd:ms (WINDOMAIN\Domain Admins)
> P A& LUENE AN BSIEMmIerE 2] BE o o (YINDOMAN St ey

Domain Admins

Remove

Deny

Write
Enroll
Autoenroll

For special pemissions or advanced settings, click

Advanced.

ox =
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MemberOf oo Modify Template O:

Domain Users ‘Privilege Escalation Admin User
@) Template
O ‘ Request Cert Represent Anyone

Any User
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MemberOf oo Modify Template o:

Domain Users ‘Privilege Escalation Admin User
@) Template
O ‘ Request Cert Represent Anyone

Any User
‘ Use Cert Request Admin’s Kerberos Ticket
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BR2ZH|5E . AAD Connect Service
Account

GetChangesAll

@) MemberOf: Qo ForceChangePasswbrd GetChanges \ g
o ) |
Any User Account Operators MSOL_XXX Domain
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Z i3t © AAD Connect Service

Account

Many have rights
over Built In Users

Instead of targeting
a few unprotected
accounts, attackers
can target many
unprotected
accounts

0

@ ®
& 7

Admins are few

Unprotected

and protected N N )
P EMRZH9E : AAD Connect Service

Admins Account

w w GetChangesAll

Built In Users e
MemberOf Oo ForceChangePassward / GetChanges \\ @

o m
Any User Account Operators MSOL_XXX Domain
AD Connect _—]

Password Hash Synchronization (PHS)
Has permission to
replicate domain | I—

https://www.youtube.com/watch?v=M_06E-MkKIQ
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BIRZEMH9DZE : Exchange AD Privesc

oo WriteDacl | g
M

Exchange Windows Permissions Domain
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ZZBEsT ¢ Exchange AD Privesc

> A& Exchange Server 2010, 2013, 2016, 2019 » fEFE
RBAC Split {2 Shared permissions &%) » & 7E LB
ho| ASERNZEEFH

':':EE

> Organization Management
> Exchange Windows Permissions
> Exchange Trusted Subsystem

WriteDacl

BERZEA|7=  Exchange AD Privesc

&4

Oo

> EE % *EE BE E/\J ﬁég¥%ﬂ Exchange Wifc:o\w?Permissions
> LA RIS WriteDACL R

> AJLLEEE) DCSync &

Domain
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>t TEEMAMEEA SR OU A#ERE L B+
> BB E B NNAMEEA & BINRIE R E I 10 A AR E

>Owner BE$135318% E DACL #1T RBCD/ShadowCred
SIREEZEMIENERE
> MachineAccountQuota = 0
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BERZNZE | REMHNEA

>ETREMABEASY OU AiEMRE B

> ERBEMALS A EIRSEEE I A 4R
> BEMABEBPABER Computer Owner

>Owner BE$3EARE DACL #1717 RBCD/ShadowCred

SREBTRMNENERE
> MachineAccountQuota = 0
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>HNUETRBI AR RNBE S =
HZR1E » BELHMBE ZIEME
DRENEEY

> EREZE VBRI
ZIOE E WL
> Tier 0 : L2 R(E4HIH BV EIARES
> Tier 1 : {£Z1{ahRkzs
> Tier 2 . fZ2ZE(FERE TIFuh

Lim

https://docs.microsoft.com/zh-tw/security/compass/privileged-access-access-model

MANCYCANFT



P/I~

B RHZIOE EfE RS

>ERARA
>Azure AD Connect » HizZix - tig—RE}
>ADCS F1% » im EHE— R EiE
> ADFS 1% » BigE R—FE£4
> LAPS Server

> Bzt

> JJKZXERRES Server
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Admin E Get Local Admin Pwd E Change File ﬁ}

PWD MGMT X File Server Script File

Server '~
L Ew
— Schtasks Execute Script Daily

TierQO Server
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Adimin E Get Local Admin Pwd E Change File ﬁ\}

PWD MGMT File Server Script File

Server -~
i Schtasks Execute Script Daily

TierO Server
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Thank You
Any Question?
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EVERYTHING
STARTS
FROM
SECURITY
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