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AD 

AD
PetitPotam (CVE-2021-36942)
sAMAccountName Spoofing (CVE-2021-42278, CVE-2021-42287)
Certifried (CVE-2022-26923)
KrbRelayUp

AD
AD 

AD
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AD ?
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AD 

AD AD
Compromised

AD AD

10 AD
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❌ ❌ ❌ ❌ ❌

✅ ❌ ❌

✅ ✅

✅ ✅ ✅ ✅ ✅
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IT Domain Admins 

Account Operator
As a best practice, leave the membership of this group empty, and do not 
use it for any delegated administration

Print Operators
Because members of this group can load and unload device drivers on all 
domain controllers in the domain, add users with caution
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Domain Admins

Domain Admins
…

…
…

…
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OU
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Pwd Mgmt Users

GenericAll GenericAll

Any Group
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Pwd Mgmt
GenericAll

Users Container GenericAll
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Credential Dumping
AD

AD
(e.g. )
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Relay Auth

KrbRelay (Kerberos relay)

RemotePotato0 (NTLM relay)

Lsarelayx (NTLM relay + Downgrade)

Cached Credentials

Mimikatz (Ticket/Hash)

Rubeus (Ticket)

mscash



CyCraft Proprietary and Confidential InformationCyCraft Proprietary and Confidential Information

- JumpBox
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…
…

279
Users

RDP

RDP
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- JumpBox
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Server 
( : Domain Users) RDP

:
Cross-Session Attack

Relay Auth ADCS
Relay Auth Shadow Credential
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Demo
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AD

Default Components:
Group Policy – GPO
SPN on Users –
Network Shares –
…

Auth Related:
AD CS –
Azure AD Connect –
2FA Service (https://www.cisa.gov/uscert/ncas/alerts/aa22-074a)
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https://www.cisa.gov/uscert/ncas/alerts/aa22-074a
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“ ”
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Domain Admins
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MemberOf Modify Template

Domain Users Admin UserMisconfigure
Template

Any User

1
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MemberOf Modify Template

Domain Users Admin UserPrivilege Escalation
Template

Any User

1

2
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MemberOf Modify Template

Domain Users Admin UserPrivilege Escalation
Template

Any User

Request Cert Represent Anyone3

1

2
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MemberOf Modify Template

Domain Users Admin UserPrivilege Escalation
Template

Any User
Use Cert Request Admin’s Kerberos Ticket4

1

2

Request Cert Represent Anyone3
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AAD Connect Service 
Account
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MemberOf ForceChangePassword GetChanges

GetChangesAll

MSOL_XXX DomainAccount OperatorsAny User

Password Hash Synchronization (PHS)
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AAD Connect Service 
Account
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https://www.youtube.com/watch?v=M_06E-MkKIQ
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(Property sets) 

AD 
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Exchange AD Privesc

32

WriteDacl

DomainExchange Windows Permissions
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Exchange AD Privesc
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Exchange Server 2010, 2013, 2016, 2019
RBAC Split Shared permissions

Organization Management
Exchange Windows Permissions
Exchange Trusted Subsystem

WriteDACL
DCSync
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OU

Computer Owner

Owner DACL RBCD/ShadowCred

MachineAccountQuota = 0
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Owner 
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Tier 0
Tier 1
Tier 2
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https://docs.microsoft.com/zh-tw/security/compass/privileged-access-access-model
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:
Azure AD Connect 
ADCS
ADFS
LAPS Server 

:
Server

( AD )
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PWD MGMT
Server

File Server Script File

Tier0 Server

Admin Get Local Admin Pwd Change File

Schtasks Execute Script Daily
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Tier0 
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AD
/

Active Directory 

/AD Log 

AD 
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–
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* 1U = 1 / 

<1,000

1000 ~ 10000

> 10,000

100%

0%
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•

•

•

•
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Thank You
Any Question?


